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1. Product Overview

O ZMOIM= OO AWS & AtE3l & HO| AN AWS AH| 20| =30t 7P et Ch

AWS & XMZ At8St= 42 AWS MY AM(https://docs.aws.amazon.com/)E EESIAA| L.

CS AWS 7|&0|= 2=3s{of ghu|ct,

® Amazon Virtual Private Cloud(Amazon VPC) AMH[AE ALESIH Foloh THat
HEQA0|AM AWS MH|A G 7|E} 2|AAZ AIZFE 4= Q= AWS SEHREQ
AelE HSH MHAS Z2HMdY &= JASLCEL 27 IP F
4d, 2tRE HO[Z X HESRZ AOIEYO0l 42 ZEot0 7Hd HEHZ &ES
SHHSHA HMojg &= US LT

® Amazon EC2 — Amazon Elastic Compute Cloud(Amazon EC2) A{H|AE ALESHH
CHEet 2F MAOIAM 7He A QIABAS AR = AFZL|CH 7[E Amazon

Machine Images(AMN)O|A{ MERSIAHLE 1RSH 74HA AL O|OX|E 7tME =+

r

UE LILF.

1.1 Introduction

MyData Shield= MyData AFAIZF HEXMSAS| MyDatag =43tH/|

MyDatat0l Zet=|0 RUA= 71l FYEE 71F/94E A2l diF=

ol REH2=2 7t NElE +dotH, &5F0| A &2 4o

o
2 HOolH Xt 7tH/AYH HME|E diFe 7S sy ULt
® MyDataZt FAQI7F?

HO[E 30| S|, "W HO[He| F2I2 Lf"2t= MyData 7i'g0| FF1
SLICh MyData 7HE0] YEEH 2B|Xt= Al0] 2HS0iH H|O|ES| =HE
= ALH, =8 7IY2 Mol S2fstof HoJEHE MES®oF =5 At

S M22 At 223 &S + ASLICL


https://docs.aws.amazon.com/
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1.1.1 Prerequisites and Requirements

O] ¥Z0A+& MyData ShieldE Amazon Web Services AWS)OIA AFE3E7| st MH =H U 2
AA QT ARSI CHSH @S|

=2od

- ™A =d
MyData Shield AMI= =EXQ £8M02 F7I2 AT EQOE A Hart &L
712Xl AWS 7|&=S £38}0] MyData Shield2| HIZ7} 7580, AWS EC22HS Z3H3}0]

B Z2f LTt

MyData Shield= AMI= Amazon LinuxOf|Af AFEEH &= UO O Linux0| =3t OSE M

—

12

o 4+ AsLh

MyData Shield2| H|O|E{H|0| A& Postgresql”| 22| eXperDB Standard?t HYZ&|= O[O|X|
of 2X|zof JAELICh

- 27 M

MyData Shield & 2X|5t2{H 7He Al (VMs)7t HaghL Ct

VM Name (Tag) VM type Default VM Count

MyData Shield t2.medium or t3.medium 1

Nes 24 2Z0f met HEE &= ASLIC

1.1.2 Region support

ME0| XAEl= X2 ofefet &Lt

Region code Region Name Remarks
us-east-1 US East (N. Virginia) -
ap-northeast-2 Asia Pacific(Seoul) -

1.1.3 Architecture Diagrams
- Z2tol8l MEU MyData Shield EC2 QIAHA

o

- AMI(Amazon Machine Image)S AtE3H0] £

1E
8%
Jh

A AP
T‘I‘ocl;l

Q
n

- (ﬂE_l!Al-"gl‘) Amazon Cloud Watch AH|A Ao =2 MyData Shield HEf 2L 2

U
0

5
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® MyData Shield 74 &

AWS Cloud R AEEREEE @P ------------------------------ :
E VPC |
MyData Shield .

Shapshot |
[0 : _
Security group
AMI Inbound TCP/22, TCP/5432

Alarms setting

&

Private subnet

E{i2instance contents

Amazon

CloudWatch 3::} @
(Optional)

MyData Shiled ExperDB

_____Avallabilty Zone ]

1.1.4 use case
Of2ff 3= MyData Shield2| 7tEH XEZ| 7|52 ARSI MAZ|E $HS TZHE A}

ofl & LT,

https://m.etnews.com/20211223000103?0bj=Tz040iJzdGRDbGFzcy|6Mjp7czo30ilyZWZIcm
VyljtOO3M6NzoiZm9yd2FyZCl7czoxMzoid2VilHRVIGTvYmIsZSI7fQ%3D%3D

2. Planning Guidance

2.1 Security

HOL Sl 28 .

Ho

MyData ShieldS MX|/Hof{st=0 2% SSH M22 S ELCL 7| 7|8 25/sudo E& FAISH


https://m.etnews.com/20211223000103?obj=Tzo4OiJzdGRDbGFzcyI6Mjp7czo3OiJyZWZlcmVyIjtOO3M6NzoiZm9yd2FyZCI7czoxMzoid2ViIHRvIG1vYmlsZSI7fQ%3D%3D
https://m.etnews.com/20211223000103?obj=Tzo4OiJzdGRDbGFzcyI6Mjp7czo3OiJyZWZlcmVyIjtOO3M6NzoiZm9yd2FyZCI7czoxMzoid2ViIHRvIG1vYmlsZSI7fQ%3D%3D
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2.2 Costs and Licenses

MyData Shield M&2 FEZ HNIgLICL F7tE EC2 ME o0 EXHSts AHEA 74 HEQ}

HOIEHo]~ 9 HE X AMI MS0f CHSiM = ot 235 S3 225t AIL.
#3H Fo| &3 : http://www.inzent.com/board/board.php?bo_table=fag&pageName=main
® Full list of billable AWS services
o= AWS MH|A H|E0| gt MYO| ASLICE om0 s HdE 2|2 HE2 A
8otz QAAEA0 Wt CHELICE REMS LHE2 Of 7I0[=0A A AWS AfH|A2|
22 H|0|X| (https://aws.amazon.com/pricing/) & EZESIMA|L,
A. EC2 Instance(Z %)
B. EBS(Z=)
C. Cloudwatch(ME Afsh
D. Secret Manager(XEf AtEh
2.3 Sizing
MyData Shield2| AMI= AWSO|A Of2f #QF Z2 QIAEHA AYS X[RTL|CH QIAEAO 2t

fd FAUEEE @0 Y3 E FHDSIM 2 (https://aws.amazon.com/ko/ec2/instance-types/)

EBS Volume
Count of data | Instance type Vcpu Memory(GiB) EBS Volume .
ype
General
t2.medium
~5000000 2 4 50GB Purpose SSD
or t3.medium
(gp2)
General
t2.large
~100000000 2 8 1T Purpose SSD
or t3.large
(gp2)
t2.large General
~1000000000 2 8 10T
or t3.large Purpose SSD



http://www.inzent.com/board/board.php?bo_table=faq&pageName=main
https://aws.amazon.com/pricing/)FMF
https://aws.amazon.com/ko/ec2/instance-types/
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3. Deployment steps
3.1 Mydata Shield Installation
3.1.1 Create VPC AND Subnet
Mydata ShieldE 22|5t= MEU SF LTt
® J|E vpC E MEU =l
1. [2% 8 > MH2 > HERZ & 2H = T&> VPCI0M VPCEEE =0l 7ts

5 oaes | Q

&l VPC

@ New VPC Experience VPC (1/1) ==

Tell us what you think

VPCOHA| 2 E
ECZ Global View
VPCE ZHE
Q VPC =

v
7iar ZEto|dl 282 E
VPC

Myl

229 Hlol

p Name v VPCID v HEf v IPv4 CIDR

Mydata Shield-VPC @ Available 172.31.0.0/16

e Aol=Ho0

9% T8 254 HolE
2o

7z|of Ao E210

DHCP &4 HE

-

ANHIA > HERZ 3 2H=E ®ME5> VPC > MEUIOA VPC A™E &



{( IHMZENT

aws  EE AUl

B EC2 5 VPC

@D Mew VPC Experience

Tell us what you think

VPCOjA|2EC

EC2 Global View

AMEU(1/4) 3=

Q

« B Name v

Meyp

subnet-0273f137f2c1c661e
subnet-0e968d7c0ad2f5dc4

subnet-00264a944af105¢56

HEl

Available
Available
Available

v

VPC

vpc-07434ca9316b124de | My...

vpc-07434ca9316b124de | My...

vpc-07434ca9316b124de | My...

VPC MydataShield Subnet subnet-048da901725f89ced Available vpc-07434ca9316b124de | My...

Zh2lof Alo|EH0
DHCP 4 ME

® MyData Shield A4l A

1. Amazon VPC consoleZ 0| & (https://console.aws.amazon.com/vpc).

2 BMEOM HEUZ MY = NEY 4YS N

3. 2R met MEU NE ZEE X|F5t 4

0x
mjo
rx
1

Menu Input Value
MEY O|F MyData Shield Subnet
VPC ALERH @ AS Lot 7IE vPC U
VPC CIDRS -
7Hg 39 Architecture Diagrams &1
IPv4 CIDR MEH D50 et 2= ChZ @35 FXsHAIL.:
=5 https://docs.aws.amazon.com/ko_kr/vpc/latest/userguide/VPC_Subnets.html

3.1.2 Create Network ACLs

Optional : 272 =9t #50| WY FL HEAI ACLS M4

9


https://console.aws.amazon.com/vpc
https://docs.aws.amazon.com/ko_kr/vpc/latest/userguide/VPC_Subnets.html

( IMzZENT

AgLHCt .

® MyData Shield Network ACL ‘44

1. Amazon VPC 2&0| & (https://console.aws.amazon.com/vpc/).

2. EMMEO| Q= Network ACL MEH

L

3. HEY A ACL dd M

12

L

4. YEI ACL 880 /= 550 vPCel ID H O|EE2 &

Menu Input Value

o|& MyData Shield NACL

VPC AEXE 2 MyData MZEX|Q| HAHSO| XA MES
5. EFMEO| e Network ACL MEH,
6. Al

£ HEO| FIhSorste FARYO Wt ABRE 7, OLRHRE 74
A

e il bl Z2EE ZE 58/H% 49
228 28%l9 P =& S5 AFEALS

100 . TCP 22 Allow _
N SSH E2iE 3§

MyData M%& &X]|
TCP 5432 5 g oA £0{2= RDB

=24 o8

MyData M%& &X|2]

o
= o
P 4 He

110

* 0.0.0.0/0 nE [~} 7 e ]

e
¥o
=
Ho
In
4
IS

=
o
rE
fot
k>
>

H
tu
Hm
T
H
m

58/74%

nx
(ol

10


https://console.aws.amazon.com/vpc/
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AHEX}7F GO E & Mydata Shield RDB
100 25110 42 FX|e TCP 5432 I E=] HE30| CHst of
IPv4 =2 HQ ZHZ2E SH 38

* 0.0.0.0/0 =, =4 He }

7. 2482 3 %,

8. MEHZ HERA ACLut HZASH| R3] =F0AM HESRI ACLS dEiS

CHS [MyData Shield NACL]S MEigtL|Ct,

9. M& EESHO MEU AHZ BN HEZ MEFLICL HESRA ACLIt A
(o]

A [Mydata Shield Subnet]0l| CHSF A =olztg MERSE OHg KYE M

—
L Ct.

-~

EHS
e l=|

3.1.3 Create Security Group

Mydata ShieldAH 2} AFEXL, Mydata M X7t M2 S48 HoOF
2 Ck

o
%
o
el
)

® (Create MyData Shield Securiy Groups
1. AWS EC2 Mangement ConsoleOf <.

2. [HEHZ H 2ehof| 2208 HES

rx
1

11



(

IMZEMAT

HHEC RS

HPEE (3) =

inzent v

G ez
Savings Plans
Q 1
oo PlH
HE =~ Name HOIZ 1D v HotaZ 0|2 v VPCID v 23 v
S
w» OlOJX|
AMI
AMIFIEED
w Elastic Block Store
==
ALHAE
Ras =
=% F7| HEX
- E = @

v HELI L B2

© 2022, Amazon Web Services, Inc. E= 2 AL

N EEES

Menu

Input Value

2ot 1E Ol

MyData Shield-SSH SG

M
=3

MyData Shield-SSH SG

ZEAZE AH8ots EA[e 2% VPC

—

i

o

L

T SSH
ZI2EE TCP
ZE He 22
CH & AFEREIP 3 ARBRIZE ALE” FA 1P

12
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Menu Input Value
Hot OF Ol MyData Shield-DB SG

49 MyData Shield-DB SG
VPC 2 &X7F A5t X2t S0t VPCE ME
74 PostgreSQL

ZT2EZ TCP

ZE RS9 5432
CHAf MyData M& &X[ IP

4. HO|H z=3|& ot OtRHI2ZE 4 23
Menu Input Value
Hot OF Ol MyData Shield-DB SG
29 MyData Shield-DB SG
VPC ZEAZ AFEShE Kot e VPCE HH
A PostgreSQL
Z=EE TCP
ZE He 5432
CH&f HOIHE Z==lotd A2 TX[ IP
5. Add a Name Tage to [EH3] as follows
Menu Input Value Menu Input Value
= =2 A2 ot E x| &
Tag | S L= g AMEE flet Bl XFH
Value MyData Shield-SSH SG
Menu Input Value Menu Input Value
ol & 2 AlHS o) E INES
Tag | S M g MEE flet O XFH
Value MyData Shield-DB SG

13
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3.1.4 Create Instance

- MyData Shield AMI= SE2YHMEEEH AMIE 37 20 QIAHAE MdghL|Ct

AWS Cloud

Availability Zone

Private subnet

o

MyData Shield

1. AWS EC2 2&0] 219!

aws i AEx | Q

B EC2 5 VPC

o WESH MH| A m=

EC2 B ros
VPC &r AWS Marketplace Subscriptions
1AM AWS Well-Architected Tool

AWS License Manager AWS Signer

AWS Organizations 53 Glacier

CloudWatch CloudTrail

S3

EEDBREEBS

ECZ Image Builder

N
ro
>
s
1>
=
it
uju
Ju

14
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aws HHRCCIES o}

B EC2 g VPC

@O New EC2 Experience

Tell us what you think X

alaA ez || C [ @ ]
EC2 Al EE
E2EEEE7| OFAIO} Ef Y (M 2) 2| B = A ALEFELT Ol2.

(M) 2| HolM CHE Amazon EC2 2|22 AHESHD §I8:
ojHE
o HUAEAEE T 1 EEEHA 0
A s 18 o =iz 3
v UnE = 1) 2y 2

i E = Py

RIEEES 1 38 0
A~EH~ FH
A1 HES 7| 5 of 2 EEFEp 0
~% 2%
Savings Plans @® AWS Launch Wizard for SQL ServerE AS0H0 AWSH A Microsoft SQL Server X
028 Ol B~ Always On 7HE-H A8 S &2 27] =7, 74 W o= == YUSLICHL THHE|

e Uotst?
=
Hesas
2F oo
w OlOjx|

AMI
AMIFIEED

) BHOM AJZEELIC

AME TS T A D SIS

A 1171 AMI

L] AMI MyDataShieldv1.0_220316 - ar 63C32D6129447 1

MyDaaShk1 0_220316

AWS Markstplace

FHELIE| AMI

v

64| 5(Mac)

¥ RECjsjol= BE

o
4. QAEA FY MUY

Menu Input Value
CIAEA ME ® OIAEA JHa -1

2 +4

15
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® UHE®S :VPC FEO| OisiM= 23 Fx:
https://docs.aws.amazon.com/ko_kr/vpc/latest/userguide/working-
with-vpcs.html

® MEU . MEU FHEO| ishM= 23 &1 .

https://docs.aws.amazon.com/ko_kr/vpc/latest/userguide/working-

with-vpcs.html

® L= Ip s Y MEU A d- (=43
® AM 9% QS

ETC

5. AEZ|X| F=7t
- [2.3 Sizing]2 21 {EH
6. Ef =7t
- MyData Shield EC2 QIAEHA EfZ
Menu Input Value Menu Input Value
Ef 7| i o eIABA MES 2o B2
u MyData Shield RS

7. Bt OF +4

- J|E HoaE

8. ZIE 7| Mo =

ME# : [MyData Shield-SSH SG], [MyData Shield-DB SG]

L= M7 Ho 449

16


https://docs.aws.amazon.com/ko_kr/vpc/latest/userguide/working-with-vpcs.html
https://docs.aws.amazon.com/ko_kr/vpc/latest/userguide/working-with-vpcs.html
https://docs.aws.amazon.com/ko_kr/vpc/latest/userguide/working-with-vpcs.html
https://docs.aws.amazon.com/ko_kr/vpc/latest/userguide/working-with-vpcs.html
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7|1E 7| Hof H=f = M 7| =Hof 4d X

7| HH= AVSH ME T HEE 7|12 AR HETHE Z20|8 7| oEE FEEUCL O EE EF

A-STHH SSHE 49 ZI2HA0 ot 252 == SlsU0 Windows AMIS! Z2 212820 21

2Iot= Ol AFEEls 2=E T2 T =205l 7| 20| 2L Linux AMIZ| 2%, =2H0(31 7| o}
MNEEHE QIAE Ao OHEEHH SSHE HZEE 2= S LICH Amazon EC2= ED25519 2 RSA 7| If

=TE=S
==
of FEE AESLICE

T AT F| Hof7r of 2AEHA0 thef S2E 7| MEN FAELLCE HEE AMIKAM 7|E 7| H K
H|74 ofl Chal AEMIS| HOFREUAIL.

REE RS v
7| Hlof =

® RSA O ED25519

7| Hlof o] 5

[MyData_Shield

7| Hlof fe=c

Q Aot TH =2to]8l 7] L (" pem It E)E CHEEES|OF EELICH B A = U

= ES A HEELCE o EE SE50 L3 A 2 EE S += Slg LT

— = T HAH

- 71E0 ARESHE 7] HOf7F EXBHE Z|E 7| HO dEES Sof IAHAS A

- Z1E 7] Hof7F EXSHA] @ Af 7| HOf d4YS S sSHE HEY = Us 7|
HOE ddggct
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4. Operational Guidance

4.1 Support for MyData Shield Backup and Restore in AWS

4.1.1 MyData Shield Backup and Restore

AWS Cloud

| Availability Zone i

VPC

Private subnet

i

MyData Shield

Snapshot

A. 28 (Snapshot)

1. MyData Shield2| AMI O|0|X|&E 4

aws  EE aua

| EC2 & VPC

@ New EC2 Experience QIAEA (1/1) m= [C | 9z || aza2u8 v || 53U 2 | PEEEERE
Tell us what you t nink |
Q oz
CHAIEE —
EC2OHAIEE HEHE 27|
222 =7 Name v OlAEA |Ip O] A E{ A AME} 5 |
- QIAEA MEf 22 P
olHE Mydata Shiled i-07333785a463ec927 ® =23 @c !
= Ol AEfA M >t
[ [ =
Ef t
HEHY »
Hg
5ot S
v QAEA o|O|x| &9 ojojx] M EEA >
ol |~ IESSES PER=R-2-IprEs) TS T 2AE »
2ALHA 7 O[3 Hralo = o B0 AR
A EER
AT gH

Savings Plans
LSRR <ES

©

ol
ol

S E

18
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2. O|O|X| 44
Menu Input Value
O|O|X| O|& MyData Shield backup
O|O[X| 2% MyData Shield backup
e ot M= ohat
PIABA EF 72 74

aws

CE

| EC2 5§ vPC

1. AMI H= 2 QAT

Amazon Machine Image (AMI)S &4

£ 78 4 AEB|X]| =7} 5 ERTl =7t

CHA| 1: Amazon Machine Image(AMI) 1 EH AERes
AMIE QIAEIAE A|Ttots O 2R3 2T 290 TARE HA, HE2H0|M A, fEZ/HO)0] THE HEALLITH AWS, AHBT HELIE| T2 AWS
MarketplaceOl Al HESH AMIZ MESHALE, K AMI S OHLIE MEE 2 QgL

g HAMHEHE
- |:—|0'E

LT AM

BHE AR
Lke| AMI
AWS Marketplace

FHFLIE AMI

E HAESE
= o=

=

Ct o: 'Windows'

X

Systems Manager TEL0| S 2 4

1 ~2/2 AMI

A MyDataShieldv1.0_220316 - ami-02963c32b6fag4471

2 A En
MyDataShieldv1.0_220316 6451 2(x86)
FEOH0|~ 2% ebs  FHME 2B hwm 4 STh 320337371566 ENAEHERG

i MyData Shield backup 220317 - ami-08a724bf1d2767202

MyData Shield backup_220317 545 2.(36)
SS 0|4 2 ehe  THUE 2 rum

427} 220337371568 EMAEYHER O

2. AMi(snapshot)2 MEH = M [3.1.4 QIAHA Md) &2

4.2 MyData Shield Health Check with CloudWatch

rx

1. HYEEl MyData Shield QIAEAQ HEES

Bl AMg : CloudWatch®@t &25H0] MyData Shield4)EH

0

19
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@) New ECZ Experience

Tell us what you think

% lel= = (7)) g

EC2 Al E=
EC2 === a7 Name - QCUI~E~ 1D QLA LEEY - U~EH~FH ¢

= m Muriata Shiler i-073337852463ec927 =g = @RS r3.large
4

EIES=EAPNE-

== wEAS= amA AR
Mzt A= OtolaolM

w Q0AEA ==
B E A== FX
EIECEREE
Almt sz d=E= e
=3 o

Savings Plans

o2t Sl

HIEgZ
R =g >
or
s e - -
ojojx| U WE2 >
olojx (I 1EZTarQ? TiIMMuAdAaera Ch?lnd)
w ololx| SUSY U EHE | AZREITHT|
AR e NES L =or Sl SRR TSI yey at BLEY i
AMI FHE =T —— M DL e
w Q1AEx QoF my CloudWatch & = 2HE|
w Elastic Block Store
— S4B~ D ECZ = &= HEZ 1Py
== SE =5 Cix|
e [P i-07333785a463ec827 T == 3 54.18

2. ofgfer 20| & 4y oM M 2F0 = ZEE 44
ltem Input Value Remarks

Z2E & SNS 2 7t &gt

Type of data to sample : AEN

o
HL
oo
-]
£

YU RPN PN

=

20
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Ay oral =mg O

Amazon SNS FHIL E2A = I T 8E AE5I28 388 8= UL

Q, Manually_enter_a_topic_name -
AR XY me @ )
BETSHE O 2T HUS XFELIC

42 2A &t

2N CHE &= 2HIE AEE LI

Group samples by Type of data to sample

== - \ \ APER BRI QIS v
HE A7
=y
%< 7|78 712t
B RE: v
dE 0E

| awsec2-i-07333785a463ec927-GreaterThanOrEqual ToThreshold-statusCheckFailed_Instance |

4.3 Database Credentials

MyData Shield2| DB EE & [22] &=2| YIAE Sl A

OH
nEt

= T UASLILL

rx

EHALR:  Secret ManagerE O|83t0f MyData Shield2| C|O|E H|O|A XATEE
t2|gh = UASLICE ofef FAE Sdlf AZO] AR,

re

https://docs.aws.amazon.com/ko_kr/secretsmanager/latest/userguide/managing-

secrets.html

4.4 Routine Maintenance

A 2 HE2 ASF Mo wep Z2¥50 Ha Z2A i R} Ya0|E MB|AYF
& LIC
A 25 2 7lE X[”0 Oigh MF Al2 F7F Ao met CHE 5 ASLIC

Al BEa= 3A thEar Z20[ LiglL e


https://docs.aws.amazon.com/ko_kr/secretsmanager/latest/userguide/managing-secrets.html
https://docs.aws.amazon.com/ko_kr/secretsmanager/latest/userguide/managing-secrets.html
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4.5 Emergency Maintenance
4.5.1 Startup process

- User-Startup 18

A AIE
=M 23 FHO
1 [mydata] AE2=2 SSH 279! -
2 Configpy 278 =0l cat /home/mydata/MyData-Shield-
Batch/MyData-Shield/Config.py
3 Nano script2 Configpy 878 =49 source /home/mydata Config.sh
4 [experdb] AE2Z 219 su - experdb
5 eXperDB A|Z%} pg_ctl start
4.5.2 Health Check
- eXperDB process 29l
=M 29 FFo
1 [experdb] AE2 = SSH 219l -
2 eXperDB process check ps -ef | grep experdb
FIO g8 = Y
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YO 28 = HEZY -

- ZEN27F XEX BHE

- MyData Shield process 29l

=M L %2 0f
1 [mydata] A/E22 SSH 210l -
2 MyData Shield process check ps -ef | grep main.py

- ZERNA7F ZXER EE

4.5.3 Type of MyData Shield failures

- MHIA B|as 85 —EBS 8

4.5.4 Recovery procedure for MyData Shield failure
1) MH[A 2[AA 22X —EBS 8%

1. 0] 100%2 8%

>

7tE/9Y Me|7 =& MyDatas =0 = HR fl= HO|H= AA.
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B. =7I2 EBS 8T &0 East 4%

- AWS EC2 2% > Elastic Block Store > =& > [MyData Shield] QIAEHA MEi » Z2ZMYM S|

@O New EC2 Experience

Tell u= what you think

« 28 (1/1)
Q

Name - =EID L-J 37| - 10PS -4 Ha|ZF

Jo
e
q

MyData Shield vol-08d1175dc07f377da gp2 32 GIB 100 -

o
“oh o
Savings Plans

oflef gl gia

12
ol

=R

ol
an

H|eE

v ol0|x|
AMI

AMI FIEIET

w Elastic Block Store

= - HE E ®

i1

“ =& ID: vol-08d1175dc07f377da (MyData Shield)

o7 I
{4
i
k!
n
-

A
-

HEE= HEl BA 2LEE B

=28 282 Melg MyData 37|0f A 27,

ol

M ZF
=0 BA

I

=28 =g #HE SSD(gp2)
37|(GlB) Xelg MyData3 7|
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=EfE a=
£ 55D(gp2) v

37|(cGie) w=
100

F|: 1 i, E|CH: 16384 GiB. The F=oof S}

IOPS R
300 f 3000

Gie™ 310Ps 7| =, £ 100 10PS, 3000 10PS

11

FEIZMiB s mE
=

SHE A BlE

LEE om=
Amazen EBS Ym T EC2

ol =8 z=s

Eflm AMESHE Elaag HA QB
2|t FEE B 2 LICH
Bl =7}
HO& so7l o =7bE = eyt
F= =833

C. MyData Shield Instance reboot

4.5.5 Recovery procedure when MyData Shield recovery fails

MyData Shield = &4 Al 240 A=K 20 e LK Sys HE -

UG LICE
A. 7|& MyData Shield AHAFCZ AMI MY

B. MyData Shield X{&X| [3.1.4 Create Instance] EAtS &,

25
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MyData shield?| @77t LEHS I} 7|FE HX|o AAEHAS AHLAOZE AMIE CHA|

=10 &X5t= XEMX £ 102 ~ =0 302 = A8 Ct

ra

5. Solution operation

HES Ar88tE AFEAHE Linux CLI 84 2 Python ScriptOil CHEH X[ ATk PostgreSQL & K| 4]
O AO0{OF TrL|C}.

5.1 How to set
1. [experdb] SSH AHSZ 29l -> [pg_ctl start] HHAHE Sl eXperDB A%
2. Al A3 ZEQ| ?|X|= /home/mydata
- [su - mydata] 80| &3l [mydata] SSH =19l
- [Is -al /home/mydata/MyData-Shield-Batch/MyData-Shield] 2& =+¢l

(main.py, target_main.py, Config.py)

E# mydata@ip-172-31-34-99:~/MyData-Shield-Batch/MyData-Shield

3. mydata home2Z ZO0t7f nano A3 EE HFYT|IE ALESIH FA FHEO| a2t

=
=
DB EE 8 7Y Malg &d=F' S YHS| FLI (PostgreSQL TO PostgreSQLTt 7}s)

® [cd]-> [source /home/mydata/Config.sh ]
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- Vi B#YY| ME 7ts

® sudo vi /home/mydata/MyData-Shield-Batch/MyData-Shield /Config.py

4. MyData A& &A| 23 47F0| st

00t

==
=

- (https://github.com/jw0245/MyData-Shield)2| L& &2

&= 248 o

host_r MyData?} EX{St= & X2 Hostname
dbname_r MyData?} EX{St= DBE

user_r MyData DB §X%{0|&
password_r MyData DB Password

port_r, MyData DB port

table MyData tabled

27
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column_r MyData [Json type]H|O|E{7} EXfSt= ZEHY
Primary_key MyData H|O|S0f Al&H7|
5. MyData Shield QIAEA eXperDB M
&= 48 U
host_p MyData Shield Hostname
dbname_p MyDataE &g DBO|&
user_p MyData Shield DB ®X0|&
password_p MyDataShield DB Password
port_p MyDataShield Postgresql port
schema_p 2t XN2|gt MyDatag &7 schema ¥
6. MyData APl E& 72 22 M3
e 248 U
table_target MyData HIO|=¢H0| 7tEX 2|7} Eaor ZHo| tiet 23
MyData APl &S Z05H0 7tEME[7F Bt '&=F0f| of
res_target 5t N
ot &7 (JSON TypeOf siEst= ZE & 2440 A 23)
7. HOIH N2| %
s 28U
data_c 210l 2 HIO|Eoi| CHeiA LHEAM Me|g HolH =
time_c BE ZZNAE BEIUS U ME2 CHOIHE =Qlst=s F7|
5.2 How to run
- Config 48 2 mydata =[cd /home/mydata]2£ O|&
- Python 2&2°| HAS floh 7t td &
- Aots Z2 ML orgf HHEOE SO A
F3o 29
source env.sh RES HASH| ot vty =E 2
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MyData Store 2| HIO|HE 7IHMEZ|E +d =
source Start.sh QIAEIAO[ eXperDB Of Ao M0
MELE T2MA A

MEd Argh) M2 F7HEl HIojH = QLX|Tt,
MyData(Json type)2| 'AE=F F It N2lE
Yt SA=H 0| =t P AS I
s =0l siYsts HIOIHE F7I2
7ty XN2Z| £ eXperDB O MEL|lE ZZAA

Al
o

source add_target.sh

5.3 Key management

A. EBS Key Z2|

Zast A2 EBS Y3SIE X[ HSHEE AWS KMS keysE AFE™ = JASLILCE
ofgf E3E &3 EBS 28 Y=t #HElE HQSHM R

https://docs.aws.amazon.com/ko_kr/AWSEC?2/latest/UserGuide/EBSEncryption.html

B. Secret Manager 7| &2|

L3t B2 Secret ManagerE &%t DB HE YZIE X[R|SIEE AWS KMS keysE AHEE =+

=
=
AELL ot FIE Sl =AM R

https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

5.4 Patches and updates management

I X|/HH0|E 25t0] ot FAE S Z2/7t 7+t AfAto| Wel 82 M2 gL,

URL : http://www.inzent.com/board/board.php?bo_table=fag&pageName=main

6. Support

6.1 Technical support

7l X ME|AE ZM0| FAIE 7[5O CisiM T ASetL(ch

A MK X . MK 710|E HZ, Github 2 E3F AA X2
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-

= Github : https://github.com/jw0245/MyData-Shield

B. Z{2AHDOOHE X[
C. AMA|ZF Rest APl 7|5 =71 &
D. 7t¥XNe| 7|s = HOo|X|

=  https://mydapi.inzent.com/shield

7l A@ AN E oEa Z2EL o

o

E. URL: http://www.inzent.com/board/board.php?bo_table=fag&pageName=main

F. TEL:02-787-3600

- E-mail : info@inzent.com

6.2 Support Costs
- Free Tier
v Free

- Technical Service Pack

® 15 Hour : 2,250,000 ¥

® 30 Hour : 4,000,000 &

® 60 Hour : 7,500,000 @

® 120 Hour : 14,000,000 &

Ak Al

o HA|Zt Rest APl 7|5 =7t HS

o FHAHOOIE X2 (S5 BXLHE)

6.3 SLA

- Free Tier : &2 X|&, AX| 7}0|E
SH

- Technical Service Pack : 128 QK& A|, 7|Z=A|Zt0f S|HEt= 7|=X| Y =3
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